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Summer Term 1 -  2024 

PSHE Update: 

The following topics have been 
covered this half-term during 
tutor time and KS4 PSHE lessons: 

 

Year 7: Building Relationships 

Year 8: Identity and Relation-
ships 

Year 9: Intimate Relationships 

Year 10: Addressing extremism 
and radicalisation 

Year 11: Families  

*All students received an assem-
bly from Miss Julius & Mr Simpson 
about Mental Health. The assem-
bly talked about looking after 
yourself and others.   

The Wilnecote School  
Safeguarding Newsletter 

We are excited to present our latest edition, continuing our commitment to keeping you in-
formed and empowered in safeguarding your children. This newsletter will mainly focus on 
Sextortion.    

The newsletter will also provide an update on Zero Tolerance and Cyber Security, also provide  
information about online safety and mental health support for students during May half-term.  

 

School Safeguarding Team: Mr Simpson, Mr Foskett, Mrs Taylor, Mrs Ager, Mr Herbert, Miss Julius & Mr Croydon 

Staffordshire Children Advice Support Service— 0800 111 8007  

You can call Staffordshire Children Advice Support Service as parent/carer or as a member of the public. If you have any concerns about a child 
you can call this number for support if you feel a child is at serious risk or harm.   

 What is Sextortion?  
Sextortion is a type of blackmail in which an individual manipulates or threatens to distribute 
explicit or intimate material (such as explicit sexual images or videos) of the victim unless 
certain demands are met. 

Criminals often target individuals through online platforms, social media, or dating apps. They 
may establish trust and rapport, leading victims to share intimate content willingly or unknow-
ingly through video calls or private messages. 

Sextortion can cause significant emotional distress, feelings of shame, fear, and anxiety. It's 
crucial to remember that victims are never at fault, and support is available to help cope with 
the aftermath. It's a criminal act and can have legal consequences for the perpetrator.  

Teenagers in particular are at risk of sextortion, but what is the process the criminals might go 
through?   

1) Connect with a teenager using one of the social media apps or games  

2) Encourage them to move onto a platform with video, possibly encrypted 

3) Start a conversation which quickly turns sexual 

4) Encourage them to put on their video camera  

5) The criminal usually posing as a teenage girl either makes excuses why their camera isn't 
working or possibly even uses a pre-recorded video 

6) The teenager is encouraged to remove their clothing or to perform intimate activity  

7) The criminal makes a recording made of the activity  

8) Blackmail statement made  

Recoginise the Warning Signs 
Be vigilant for potential red flags indicating sextortion attempts, such as receiving unsolicited 
explicit content, sudden or relentless requests for intimate images, or persistent demands for 
personal information. 

Threatening language around the loss of viewers or followers on social media if demands are 
not met or images and videos are not sent. 

 

Safeguarding Weekly Up-
dates: 

Remember to check the safeguard-
ing posters that get sent weekly. 
These now cover online safety, 
wellbeing & mental health. 

This half-term we have covered:  

- Township 

- Shopping Apps 

- OFCOM Media Report 2024 

- Helldivers 2 

- School Avoidance 
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School Safeguarding Team: Mr Simpson, Mr Foskett, Mrs Taylor, Mrs Ager, Mr Herbert, Miss Julius & Mr Croydon 

Staffordshire Children Advice Support Service— 0800 111 8007  

You can call Staffordshire Children Advice Support Service as parent/carer or as a member of the public. If you have any concerns about a child 
you can call this number for support if you feel a child is at serious risk or harm.   

The Impact 
It's important to note that every child may react differently when being sexually extorted, and the 
signs may vary depending on their personality, age, and other factors. However, here are some 
potential changes in behaviour that could indicate a child is being sexually extorted. 

Emotional distress: The child may display signs of increased anxiety, fear, or mood swings. They 
may appear more withdrawn, depressed, or easily agitated. 

Social withdrawal: The child might start avoiding social interactions or spending less time with 
friends and family. They may become isolated and reluctant to participate in activities they used to 
enjoy. 

Change in online behaviour: If a child is being sexually extorted, they may exhibit specific altera-
tions in their online activities, such as spending excessive amounts of time online, becoming secre-
tive about their online interactions, or suddenly avoiding or deleting social media accounts. 

Unusual behaviour with money, gift vouchers, online currencies etc.: The child is spending more 
money than usual or has less money than you would expect. They may steal money from their par-
ents or other family members.  

Unusual secrecy: The child may become unusually secretive about their personal life, activities, or 
online interactions. They might express reluctance or defensiveness when questioned about their 
online behaviour or communication. 

Sudden drop in academic performance: Sextortion can have a significant impact on a child's emo-
tional wellbeing, which may lead to a decline in their academic performance. They may struggle 
with concentration, lose interest in schoolwork, or show signs of distress during school hours. 

Change in attitude to school: They may see school as their safe place and enjoy the break from 
devices if the perpetrator/extortionist is outside the school community. 

Sleep disturbances: Sextortion can cause significant stress and anxiety, leading to changes in sleep 
patterns. The child may experience difficulties falling asleep, frequent nightmares, or increased 
night-time awakenings. 

Avoidance of electronic devices: If a child is being sexually extorted, they might display an unusu-
al aversion to using electronic devices or express discomfort when receiving messages or calls. They 
may try to limit their online presence or avoid using specific apps or platforms altogether. 

Self-harm or suicidal ideation: The child might exhibit signs of self-harm, suicidal thoughts or 
express feelings of hopelessness. These signs should be taken extremely seriously, and immediate 
professional help should be sought (see Help and support below). 

It's important to remember that these behavioural changes could indicate various issues, not just 
sextortion. If you notice any significant and persistent changes in a child's behaviour, it is crucial to 
approach the situation with sensitivity, open communication and seek professional help if neces-
sary. 

 

Useful Websites  

Below are some websites that provide 
further support and guidance around 
sextortion aimed at both children and 
their parents: 

• Talk (talk.iwf.org.uk) 

• Gurls out Loud (gurlsoutloud.com) 

• Stop Non-Consensual Intimate Im-
age Abuse (stopncii.org) 

Remember 

Your child is the victim here. 
Remind them that they wont 
get in trouble, and others will neither 
judge nor blame them. 

If they come to you for support empha-
sise that they have been really brave in 
coming forward.  

And, reassure them that there are things 
they can do to take back control.  

Questions to ask.. 

Talking about things before they become a problem is important. Conversations with 
our teens about sextortion will help them recognise the behaviour and know how to 
take action ifn someone approaches them online.  

These questions can help start important conversations: 

What sort of things would make you or your friends feel uncomfortable about online? 

- Have you heard of sextortion? How can you protect yourself? 

- What would you say to a friend who was being sextorted? 

- What advice could you give and how could you help them?  
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The following pages of the newsletter are some useful posters on how you can support your child at home, sharing information about online 
content and inspiring children to build a better digital world. These both link to the content of this newsletter.  

The final two posters provides information on local support during May half-term for students that may struggle with their mental health, this 
information has previously been shared via the new Wilnecote app. Please access this service if you have any concerns about your child.  This 
was a very successful service during the Easter Break which some of our students and their families accessed.  

School Safeguarding Team: Mr Simpson, Mr Foskett, Mrs Taylor, Mrs Ager, Mr Herbert, Miss Julius & Mr Croydon 

Staffordshire Children Advice Support Service— 0800 111 8007  

You can call Staffordshire Children Advice Support Service as parent/carer or as a member of the public. If you have any concerns about a child 
you can call this number for support if you feel a child is at serious risk or harm.   

Zero Tolerance 

In our Spring Term 1 Edition we shared information about our Zero 
Tolerance stance against discrimination. Students were asked to de-
sign a logo that would be used around school. Our Governors and SLT 
all voted for their favourite logo from a shortlist. We had over 200 
entries and all logos submitted were fantastic and our students were 
very creative.   

Congratulations to Sophie in 9RS who designed the winning logo. The 
logo is currently being digital created and will soon be displayed 
around school.  

Cyber Security 

 

Cybersecurity issues have become a major focus in safeguarding discussions in recent years. This 
shift is largely due to the significant move of social and family life into the digital realm. It is cru-
cial to educate children and young people on the dos and don'ts of online safety to prevent them 
from learning hard lessons through experience. Parent Zone, an organization dedicated to the digi-
tal aspects of young people's lives, has developed resources tailored for children. To learn more 
about these resources, please follow the link below. The website provides some great advice to 
both parents and children. You also get the opportunity to take a personality quiz around cyber 
security to distinguish what matters most young people around cyber security.  

https://parentzone.org.uk/article/cyber-security 

 

 

https://parentzone.org.uk/article/cyber-security
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